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A B S T R A C T

Protecting access to digital resources is one of the fundamental problems recognized in

computer security. As yet it remains a challenging problem to work out, starting from the

design of a system until its implementation. Access control is defined as the ability to

permit or deny access to a particular resource (object) by a particular entity (subject). Three

most widely used traditional access control models are: Discretionary Access Control (DAC),

Mandatory Access Control (MAC), and Role Based Access Control (RBAC).

Traditional access control solutions do not respond adequately to new challenges

addressed by modern computer systems. Today highly distributed, network-connected,

heterogeneous and open computing environment requires a fine-grained, flexible,

persistent and continuous model for protecting the access and usage of digital resources.

This paper surveys the literature on Usage Control (UCON) model proposed by Park and

Sandhu (2002) [1], Park (2003) [2] and Zhang (2006) [3]. Usage control is a novel and promising

approach for access control in open, distributed, heterogeneous and network-connected

computer environments. It encompasses and enhances traditional access control models,

Trust Management (TM) and Digital Rights Management (DRM), and its main novelties are

mutability of attributes and continuity of access decision evaluation.
c© 2010 Elsevier Inc. All rights reserved.
d

1. Introduction

Nowadays, various devices, starting from smart-cards, MP3
players, personal digital assistants (PDAs), mobile phones
up to personal computers and mainframes, are able to
share digital information and computational resources. These
heterogeneous devices are usually network-connected and
may form dynamic coalitions (e.g. GRIDs, Clouds, mobile
ad hoc networks, etc.) combining distributed resources to
achieve some particular goal. Technological innovations in
computers, telecommunications and networks have raised
several new and crucial challenges in protecting digital
resources from unauthorized accesses.
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Access control is concerned with the protection of
computational resources and digital information against
unauthorized accesses. The access control objective is to
control computational resources and digital information to
prevent unauthorized disclosure (confidentiality) and improper
malicious modifications (integrity), while ensuring access for
authorized entities (availability).

From 1960s to 1990s, three main access control mod-
els, usually called traditional, have been developed [4]: Dis-
cretionary Access Control (DAC), Mandatory Access Control
(MAC) and Role Based Access Control (RBAC). These mod-
els are based on the definition of a set of access control
rules called authorizations in the form 〈subject, object, operation〉
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defining for each entity (subject) the resources (object) that
can be accessed and the actions (operation) that the entity is
allowed to execute on them.1 DAC, MAC and RBAC are focused
on managing access to computational resources and digital
information within a closed and trusted security domain.

The evolution of computing systems introduces new
security requirements and consequently the need for new
security mechanisms. Traditional access control models [4]
are inherently inadequate to address the new problems of
modern applications and contexts. For example, DAC controls
the access to original objects only, but it is not suitable for
an information flow control. MAC addresses the information
flow control but is too rigid for fine-grained access control.
RBAC manages access to computational resources and digital
information within closed organization domain and does
not cope with open systems where subjects are definitely
unknown. Trust Management (TM) [5] is a model to authorize
unknown entities in an open environment. But it deals only
with a static entities, whose characteristics do not change
in time. Digital rights management (DRM) concerns on
protecting digital information shared, copied and distributed
in an open environment [6,7]. DRM can model just a fixed set
of usage scenarios.

All these models protect resources until the access to
perform some particular operation is granted to a subject.
From then on, these models do not define how to manage the
access, i.e. they do not assume any sort of control during the
access execution. As a result, in the last decade the access
control research has introduced a new concept called usage
control [2]. We consider usage control as the evolution of
access control.

This survey presents a new foundation of access control
initially proposed by Sandhu and Park [1–3,8] and called
Usage Control (UCON). The UCON model is addressed to
modern applications and computer environments, and it
allows to implement different access control scenarios.
Access permissions to computational resources and digital
information in UCON are based on attributes and decided
according to three factors, authorizations, obligations and
conditions, detailed in the next sections. UCON enhances
traditional access control models in two novel aspects: (1)
mutability of attributes, and (2) continuity of an access
decision. Mutability of attributes means that attributes may
change in time for several reasons. Since UCON is an attribute
based model and attributes are mutable, the access decision
should be reevaluated when a new update occurs. More
precisely, continuity of an access decision means that the
decision to allow the access to an object is made not only
before the access but also continuously when the access is in
progress. If during the ongoing access attributes are changed
and the security policy is not satisfied anymore, the UCON
authorization system revokes granted rights and terminates
the resource usage. Indeed, the usage is allowed as long as
the security policy is satisfied.

1 From here on, we use the term “object” to refer to
computational resource or digital information of any form
(e.g. document, media data, storage, CPU time), and the term
“subject” to refer to any entity accessing an object (e.g. machine,
process, program user).
The significant advantage of usage control is its strength
to express various access scenarios. It is capable to cover
DAC, MAC, RBAC, TM, DRM models and goes beyond them.
We notice again, that the shift from access to usage control
is especially important for dynamic and open environments
(e.g. Web, Grid, Cloud, etc.). The intrinsic property of such
environments is high mutability and the access decision
taken over particular conditions should be recalculated when
initial conditions change. Otherwise, new conditions may
compromise security policy and breach the system security.

In this survey, we discuss usage control in the computer
security comprehensively. As a matter of fact, the usage
control model is an active area of research and needs more
investigations on formalization, enforcement mechanisms
and applicability. Many frameworks have been proposed
in the past to describe complex models [9,10]. This paper
follows the approach proposed in [2] to present usage control
based on four-layered Object-Model-Architecture-Mechanism
OM-AM [11] engineering framework. It allows to describe
usage control in four relatively independent layers starting
from the high-level specification till low-level enforcement
mechanisms and implementation.

The remainder of this survey is organized as follows.
First, we concentrate on the conceptual model of UCON
(Section 2.1), its formal policy model (Section 2.2), and analy-
sis (Section 2.2.3), feasible architectural solutions (Section 2.3)
and enforcement mechanisms (Section 2.4). Then, we present
several case-studies and implementations of UCON (Sec-
tion 2.5). Finally, we outline problems and obstacles, and
propose future directions in the usage control research
(Section 3).

2. Usage control approach

This section presents a novel promising model proposed by
R. Sandhu and J. Park and called Usage Control (UCON) [1,8,
2,12]. UCON enables richer, finer and persistent controls on
digital resources. UCON is a viable and exhaustive solution
for any applications and environments existing nowadays
(e.g. GRID, Web Services, Cloud, ad hoc networks, etc.). The
UCON authorization system can be placed either on the
resource provider (the server-side reference monitor (SRM)) or
on the client side (the client-side reference monitor (CRM)), or
even on both (CRM and SRM).

This survey discusses the UCON system following a
schema of the OM-AM (Objectives, Models, Architectures, Mech-
anisms) design framework [11] as suggested in [3]. The OM-
AM framework defines four relatively independent concepts
which correspond to different levels of the UCON abstraction
and design. Objective and Model layers state what the secu-
rity objectives are, while Architecture and Mechanism layers
describe how to achieve these objectives and models [3]. The
OM-AM framework allows to discuss protection requirements
independently from their implementation, and to employ dif-
ferent security policy models, architectures, and enforcement
mechanisms.



C O M P U T E R S C I E N C E R E V I E W 4 ( 2 0 1 0 ) 8 1 – 9 9 83
2.1. Conceptual model

As we mentioned before, UCON enhances the existing access
control approaches in two novel aspects [12]: (1) mutability
of attributes, and (2) continuity of an access decision.
Particularly, attribute updates are initiated as side effects
of accesses and in their turn result in a change of an
authorization system state [13]. Continuity of an access
decision means that the UCON model enforces the security
policy before the access execution, during the execution and
afterwards. If access attributes are changed while the access
is in progress and the security policy is not satisfied anymore,
the UCON authorization system revokes the granted access
and terminates the usage.

In UCON, security policy statements and access decisions2

are determined by three factors: authorizations, obligations
and conditions. Authorization predicates put constrains on
subject’s and/or object’s attributes (e.g. subject’s name must
be “John” and object’s type “.doc”). Obligations are actions
that are required to be performed by a subject [12] before,
during or after the usage of an object (e.g. a subject must sign
a license browsing a web-page). Conditions are environment
restrictions that are required to be valid before or during the
usage (e.g. an object is available on working hours only).

The initial step in the design of an access control system
is the identification of the objects to be protected, the
subjects that perform some activities and request to access
objects, and of the actions that can be executed on the
objects along with the access rights that are required to
execute these actions. Besides, the UCON model identifies
the following components [13]: subjects S, subject attributes
ATT(S), objects O, objects attributes ATT(O), environment
attributes ATT(E),3 rights R, authorizations A, obligations
B, conditions C, system states, state transition actions and
attribute update actions. The following of this section briefly
describes each component of the UCON model.

Subjects. A resource requester (or subject) holds rights on
the target object (resource), initiates the usage request, and
is able to execute the actions paired to granted rights [2]. The
subject is defined and represented by its attributes. Subject’s
attributes, ATT(S), are properties or capabilities of the subject
that can be used for the usage decision (e.g. subject’s
id, name, affiliation, prepaid credits, etc.). Depending on
usage purposes, UCON defines [2]: consumer subject (CS), who
accesses an object for consuming reasons; provider subject
(PS), where the object is resided, and who administrates
and enforces security policies; and identifiee subject (IS), who
possesses certain rights on the object which may contain
private data of the identifiee (for instance, a patient into
a health-care system). From here on, we mainly consider
consumer subjects and use the term “subject” to denote a
requester.

Objects. Objects are entities that subjects hold rights
on, whereby the subject can access or use objects. Object

2 We consider as synonyms terms “access decision” and “usage
decision” in the UCON model.

3 Notice, environmental attributes were not presented as a
separate component ATT(E) in the original UCON model. We did
that here for a more informative treatment of the UCON model.
attributes, ATT(O), are properties of the object that can be
used for the usage decision process (e.g. the number of
previous usages, the resource type, the security label, etc.) [2].

Target objects can be of various types, such as compu-
tational resources, network resources, digital information,
service-oriented resources, etc. Digital information may be
copied, modified, and distributed in the open, heterogeneous,
network-connected computer environment. Moreover, ob-
jects can be privacy sensitive or privacy non-sensitive, orig-
inal or derivative. In UCON, derivative objects are created as a
side-effect of the usage of the original object (for example, a
history of executed accesses on the object may be considered
as a derivative object) [2].

In some applications, the access control over derivative
objects can be crucial, e.g. for privacy reasons. For instance,
current electronic payment systems contain privacy-related
information about merchants and buyers. Let’s suppose that,
a merchant issues a receipt to a buyer confirming a business
transaction. This receipt is a derivative object, and the buyer
would not be interesting in revealing it. As a result, Park
et al. [2] appealed to the reverse UCON model for derivative
objects. Usage control of such objects may become inverse in
its direction. Thus, the merchant behaves as the subject in
respect to the receipt, whereas the buyer becomes the receipt
owner and governs access to it. While the enforcement and
implementation of such approach are not trivial, the reverse
UCONmodel does not differ from the original UCONmodel in
its basic components and specifications.

Attributes. Attribute is a widely used concept in access
control. For instance, in the MAC model a security label
assigned to an object can be interpreted as object’s attribute,
in the RBAC model user’s roles are subject’s attributes,
and the TM model makes the access decision based on
peer’s attributes. The idea of attributes mutability is also
slightly introduced in the existing access control approaches.
However, attribute updates are mostly forced and controlled
by a system administrator. Only few approaches imply
mutability of attributes caused by the access decision entirely.
As an example, the concept of roles activation/deactivation
for the RBAC model is defined in [14,15]. The DRM system
defining a number of possible accesses to a digital content
decreased iteratively when a new access request arrives
is introduced in [16]. Instead, attribute updates are clearly
stated only in the UCON model. Mutability of attributes as a
side-effect of the usage process is a backbone of the UCON
model.

Four components of the UCON model are dedicated to at-
tributes: subject attributes, objects attributes, environmen-
tal attributes, and attribute update actions. We have already
described subject’s and object’s attributes. Environmental at-
tributes are system-oriented attributes like the area code, the
device platform, the CPU-ID, the system clock, etc.

In UCON, attribute update actions are defined by a se-
curity policy and may be done before (encoded as preUp-
date in the model specification), during (onUpdate), or after
(postUpdate) the usage [12]. Attribute updates change the au-
thorization system state and leads for the reevaluation of per-
missions. Attribute’s management (e.g. update, origination,
disclosure, elimination, etc.) is not a trivial issue. As sug-
gested in [13], each attribute can be represented by a tuple
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(name,value,behavior), where behavior represents the trusted
status of the attribute, and could change as the result of the
attribute update. Since updates can run on a remote host, the
behavior identify whether the current value of the attribute is
trusted within a specific platform. This was proposed to en-
sure a secure enforcement of the UCON policy particularly on
the client’s side.

There are many possible ways to classify attributes. As we
stated, mutable attributes change as a side effect of the usage
control process. For example, a mutable attribute of an object
can represent how many subjects concurrently exploit the
object. In this case, the value of the attribute changes every
time a new subject accesses the object. Besides, the UCON
model also deals with immutable attributes widely accepted in
traditional access control. These attributes can be modified
by administrative actions only (e.g., the subject identity is
the immutable attribute). Based on purposes of mutability,
attributes are classified in [17] on: exclusive/inclusive
attributes (to resolve conflicts of interests, e.g. Dynamic
Separation of Duty); consumable attributes (for instance, a
credit value in a payment system); immediate revocation
(e.g. time based attributes, the access is terminated when
time expired); obligation (updates reflected by obligations B);
and dynamic confinement (e.g. a high-watermark property in
MAC). Moreover, taking into account time validity, attributes
may be temporary or local (valid only for a single usage)
and persistent or global (valid for many access decisions or
attributes which influence future requests). For examples of
classification and taxonomies of attributes we refer to [17].

Behind this classification, the most recent research
concerns with attributes delegation and sharing in multi-
domain, network-connected computer systems [18–21]. The
basic idea of a delegation is that a subject could pass some
of its own permissions to others who can carry out some
accesses on the behalf of the former. UCON enhanced with
a delegation model is introduced in [19,21].

Initially, the UCON model implied that attributes were
created by the protection system and exist within one trusted
security domain. These attributes are defined in this security
domain and neither transferable nor understandable in other
security domains. The approach in [20] examines this issue
and extends UCON to address the dynamic aspects of multi-
domain dynamic interactions. The approach assumes that
a subject is mobile and traverses through multiple security
domains accessing different objects using same attributes.
Attributes issued in one security domain should be properly
translated and used in another security domain. [20] gives
four possible attribute combinations:

• Pre-defined local attributes: are attributes defined by the
initial UCON model.
• Pre-defined multi-domain attributes: are attributes under-

standable in many security domains. This requires a priori
static agreement between domains over such attributes.
• Dynamic local attributes: are created dynamically (i.e. during

or after the ongoing access) by the protection system.
These attributes are interpretable within the same security
domain.
• Dynamic multi-domain attributes: are created dynamically by

the protection system. To use these attributes in many
security domains, an ad hoc interpreter from one domain
to another is required.
Rights. UCON rights are the same as access rights and
permissions in traditional access control models. UCON
rights denote usage permissions which can be exploited
by subjects on objects [12] (e.g. to call a certain interface
of a web-service). The existence of a particular right is
not predefined, but it is determined when the access is
attempted by the subject, and depends on subject, object,
and environmental attributes, authorizations, obligations and
conditions.

Authorizations. Authorizations are functional predicates
over attributes that have to be satisfied to grant a certain right
to a digital object. Actually, authorizations are widely used
starting from traditional access control models (for example,
an authorization predicate requires that a user accessing
an object has to be 21 years old). In UCON, authorization
predicates are evaluated before (pre-authorizations) or during
executing access rights (on-authorizations), while traditional
models operate only with pre-authorizations. Authorization
predicates put constrains on subject’s and object’s attributes
in a form of logical predicates.

Obligations. Obligations enhance the expressiveness of
the UCON model. Obligations examine the accomplishment
of mandatory tasks that are relevant to the usage process. As
example, assume that to access a white paper of a company,
a user is required to sign a privacy policy, to watch an
advertisement while reading the paper on-line and, finally,
to delete the paper from his PC within 10 days if he would
download the paper.

Actually, obligations in UCON have two specific features.
Obligations can be done either before, during, or after
executing the action.4 Further, obligations associate with
access rights as well as with subject’s/object’s attributes,
thus providing more flexibility and granularity specifying
complicated usage scenarios.

In [22], obligations are considered from four points of
view: (1) who must perform obligation actions; (2) to whom
obligations must be applied; (3) when obligations should be
performed; (4) a time period to fulfill obligations.

(1) and (2) refer to the obligation subject (OBS) and the obli-
gation object (OBO) respectively. The obligation subject is an
entity that actually has to perform an obligation action (OBA)
(a protection system itself could be OBS), while the obligation
object is an object onwhich the action has to be executed. The
obligation subject and object may not be the same subject and
object of the access request, i.e. the requester subject (S) and
the resource object (O). Relationships between these compo-
nents (i.e. between OBS and S and between OBO and O) are
not specified by the original UCON model, but depend on the
specific scenario. Actually, obligations specified by a security
policy are based on S’s and O’s attributes and access rights,
while the fulfillment of obligations can be performed by ad-
ditional entities (e.g., OBS and OBO) [2]. It’s worth to mention,
that in [22] attribute update actions are considered as obliga-
tions performed by a protection system on subject’s and ob-
ject’s attributes. In the following, we adhere to the original

4 Obligations fulfilled after executing of access rights are usually
called as “post-obligations”. Post-obligations were not presented
in the original UCON model and were added later [22].



C O M P U T E R S C I E N C E R E V I E W 4 ( 2 0 1 0 ) 8 1 – 9 9 85
UCON model and distinguish attribute update actions from
obligations.

(3) concerns the obligation execution time: before the
usage session is finished (obligations to be executed before
the access (pre-) or during the access (on-) sometimes are
identified as provisions) or after the session is ended (post-
obligations). Post-obligations is a concept widely used in
the distributed usage control [23,24]. The distributed usage
control protects access to digital information copied and
disseminated in the network and, actually, extends existing
DRM solutions. Also, Park et al. [2] outline global obligations
as a subset of post-obligations. The fulfillment of global
obligations is postponed for some time in the future and does
not influence directly to the current usage session (e.g. you
may pay once per year for using web hosting services but post
data in the internet every day).

(4) means that obligations should be fulfilled within a
specific period of time. For example, a user must watch an
advertisement for the first 20 s starting to use an object.

Based on these considerations, obligations are defined in
[22] as a tuple of OBL = (OBS,OBO,OBA,WHEN,DURATION),
where OBS is the obligation subject, OBO is the obligation
object, OBA is the obligation action that has to be performed,
WHEN = pre|on|post|, and DURATION is the time point to check
the fulfillment of obligations.

Actually, obligations present an active area of research in
the usage control [25–27]. Usually, obligations refer to some
actions associated with access rights [26]. To the best of our
knowledge, such notion of the term obligation was firstly
introduced by Minsky and Lockman [28]. They focused on
the integrity protection of a digital resource, rather than on
the confidentiality usually imposed by authorizations. The
idea behind this statement is that execution of access rights
granted to a requester may violate the integrity of a digital
resource. Thus, some obligation actions must be performed
to recover the resource in a foreseeable future. In other words,
obligations are needed to define how the digital resource may
be used. In the traditional access control models, e.g. DAC
or MAC, obligations are enforced by a protection system
without defining obligations explicitly in a security policy.
For instance, the protection system cares about releasing
computational resources after they have been used by an
application or process. Obligations encoded as security policy
statements appear in the first time in the RBAC protection
system. Zhao et al. [29] discuss PERMIS RBAC authorization
infrastructure, where obligations are tasks and requirements
fulfilled together with the enforcement of access decisions.
Further, in DRM solutions, a payment procedure for the
usage of a digital resource can be identified as an obligation
action. Recently, several security languages were enhanced to
support the specification of obligation requirements [25,23].
Open issues for obligations are fulfillment and enforcement,
punishments and compensating actions if obligations are
not fulfilled, specification and formal analysis of obligations,
authorization of obligation actions, etc.

Conditions. Conditions are environmental constrains that
are taken into account in the usage decision process [12].
Conditions are not directly related to subjects and objects,
but are based on environmental attributes. The evaluation of
condition predicates can be done before granting the access
to a digital object (pre-conditions) and/or when a subject uses
an object (on-conditions). Conditions checks cannot update
subject, object or environmental attributes. The value of the
conditional status can be changed intrinsically as the result
of environment modifications.

State transition system. The UCON state transition
system, proposed by Park et al. [30], implies a single session
based usage process. The usage process captures the new
features of UCON, such as attribute mutability and access
decision continuity. The system state is a set of assignments
of values to attributes, that is, a function on the set of
subjects and their attributes, the set of objects and their
attributes, and the set of environmental attributes [3]. The
state transition system can be in one of the following states:
initial, requesting, denied, accessing, revoked or end [3].

Each state is associated with a state transition action.
A transition from one state to another state can be ini-
tiated by a subject s (through actions tryaccess(s, o, r) or
endaccess(s, o, r)) or by the protection system itself (ac-
tions permitaccess(s, o, r),denyaccess(s, o, r), revokeaccess(s, o, r)).
The rest of usage control actions are updates of subject and/or
object attributes (preupdate(attribute), onupdate(attribute) and
postupdate(attribute)). Attributes updates change an autho-
rization system state and can lead to the access decision
reevaluation.

A usage session starts from the initial state. A subject
s requests a right r to use an object o by executing the
tryaccess(s, o, r) action. The usage process is initialized and a
protection system moves to a requesting state. The protection
system evaluates the pre-authorization predicates and either
denies the access immediately by issuing the denyaccess(s, o, r)
action (if pre-authorization predicates are not satisfied)
or proceeds by executing the preupdate(s, o, r) action to
update attributes. Later on, the protection system grants the
requested right r by issuing the permitaccess(s, o, r) action. The
subject s starts to execute the action associated to the granted
right r, and the protection system transits to an ongoing
usage control phase. Periodically, updates of subject’s/object’s
attributes may be required and this is performed by the
onupdate(s, o, r) action. If at least one among authorizations,
conditions or obligations are violated during the resource
usage, the protection system interrupts the usage by the
revokeaccess(s, o, r) action. If the subject wishes to terminate
the usage process from his side, the endaccess(s, o, r) action
is initiated. In both cases, the postupdate(s, o, r) action is
performed on subject’s and/or object’s attributes, but the
result of these updates varies whether the usage process was
terminated by the protection system (the state revoked) or by
the subject (the state end). For instance, such attribute like
subject’s reputation can be updated differently. It could be
increased if the usage was ended by the subject normally, or
decreased if the usage was terminated by the system as the
result of the policy violation.

Anyway, the usage session is over when the postupdate
(s, o, r) action is finished.

Policy model and UCON scenarios. So far, the UCON
logical model may be presented as a 5-tuple: M = (T;
AT;PA;PC;AB) [3], where:

• T is a set of sequences of system states (e.g., accessing,
revoked etc.),
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• AT is a finite set of UCON state transition actions
(e.g., tryaccess(s, o, r), postupdate(s, o, r) etc.),
• PA is a finite set of authorization predicates built from the

attributes of subjects and objects,
• PC is a finite set of condition predicates built from the

environmental attributes,
• AB is a finite set of obligation actions.

A usage control policy p is also a 5-tuple, and each element
of the tuple is a subset of the corresponding elements in M.
The UCON model consists of subjects S, objects O, rights R, a
set of attributes ATT = {ATT(S),ATT(O),ATT(E)}, and a set of
UCON policies P.

Moreover, each UCON policy p is paired with the follow-
ing meta-information expressing UCON novelties, such as at-
tributes mutability and the continuity of control [13]:

• Access continuity and decision timings: specify when the
usage decision is made. If the decision to grant some
rights is made before the usage, the resulting usage
control scenarios5 are encoded with the prefix pre. Access
decisions evaluated during the execution of granted rights
refer to ongoing usage control. Such usage scenarios are
encoded with the prefix on. In ongoing models, access
decisions may be evaluated continuously or periodically
based on events (e.g. attribute updates).
• Policy statement type: a security policy can be stated using

authorization predicates only, obligation actions only,
condition predicates only, or any of their combinations.
These policy statements are encoded by letters A, B, and
C respectively.
• Attributes update timings: attributes of subjects and objects

may require updates before usage starts (these updates
are done by preupdate(attribute) action and denoted by (1),
during the usage onupdate(attribute) action and encoded by
(2), or when rights execution is revoked by the protection
system or terminated by the subject postupdate(attribute)
action and encoded by (3)). If no attribute updates are
needed, the corresponding usage scenarios are encoded
by (0).

The UCON policy meta-information is shown in Fig. 1.
It represents the UCON policy meta-information on a time
line accentuating the continuity of the usage process.6 In the
hatched frame there is the meta-information usually used to
express traditional access models.

The UCON policy model identifies 24 core, primitive and
independent usage control models – {pre, on} × {A,B,C} ×
{0,1,2,3} – combining pre and ongoing authorizations,
obligations and conditions with attribute updates that can be
performed before, during, or after the access. For example, the
UCON policy of the type preA3, called as the pre-authorization
with post-updates, represents a usage control scenario where
the access decision is evaluated only once before the usage
starts. The access decision is done by checking authorization

5 Hereafter, “usage control scenario” and “security policy type”
are synonyms, sometimes named in the literature as UCON ABC
core models.

6 Note, we omit post-obligations in the UCON policy meta-
information, since post-obligations were not presented in the
original UCON model and appeared afterwards [22].
Fig. 1 – UCON usage scenarios.
Source: This figure is inspired from and an extension of the
figure 2 in [8].

predicates only, and one or more attributes of subjects
and/or objects are updated after the resource usage ends. An
example of the preA3 security policy is given in [12]. Authors
present a usage scenario, where access rights are granted
to a subject who is a member of a certain organization.
The subject has to present an approval with the initial
request before using a digital resource. However, the subject
is charged after the usage is ended according to a usage time
of the digital resource.

We do not show here the 24 basic UCON core models
and refer the reader to [2] where all the usage scenarios are
described systematically and comprehensively. Several exam-
ples of traditional access control approaches particularly DAC,
MAC, RBAC are modeled there using basic UCON policy types.
Actually, traditional access control models can be expressed
just with the UCON preA0 (pre-authorizations without at-
tribute updates) and preA1 (pre-authorizations with attribute
pre-updates) usage core models. However, nowadays appli-
cations and modern computer systems propose very com-
plicated usage scenarios, and the usage control policy may
combine several core models to ensure secure, fine-grained
and continuous usage control on digital resources.

2.2. Formalization

So far, we described the UCON system behavior by an
automaton using a finite set of system states and transition
actions. This section outlines more formal approaches to
specify and analyze the UCON model. Formalization helps to
identify possible system behaviors, whereas formal security
policies govern the choices in the behavior of the system.
Also, formal security policies can be checked for compliance
against higher-level security goals and properties by using
automated analysis.

As previously mentioned, the foremost innovation of
UCON is the continuous control. Usage control moves from
a single evaluation of the access decision (before the access
starts) to its continuous reevaluation during the access. This
demands specific formal models to express the UCON system
behavior and security policy statements. The formal model
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must be expressive enough to portray the UCON model
components and usage scenarios.

Also, the formal model of UCON should deal with concur-
rency and non-determinism. For example, wemay need to ex-
press a concurrent fulfillment of obligation actions, attribute
updates and access decision evaluation in on-going usage
scenarios, concurrent usage sessions, updates of attributes
shared between concurrent usage sessions, etc. The example
of non-determinism is attribute post-update actions. Such at-
tributes (e.g. subject’s reputation) can be updated differently.
It could be increased if the usage was ended by the subject
normally, or decreased if the usage was terminated by the
system as the result of the policy violation.

So far, a usage control policy is specified either by logical
formulae using temporal operators, or by process algebra
statements. In this section, we briefly sketch each group
of models. The rest of this subsection points to a security
analysis of usage control.

2.2.1. Logic based formal models
The approach to formalizing traditional access control
models is logic based. As a matter of fact, initial attempts to
formalize the UCON protection system were also logic based
enhanced from traditional by imposing temporal constrains
on the evolution of the system.

UCON model based on Temporal Logic of Action (TLA).
To the best of our knowledge, the UCON model was firstly
formalized and analyzed using an extension of TLA (temporal
logic of actions in notation of Lamport [31]) by Zhang et al.
[3,32,33,30].

TLA was introduced in 1993 as a method for describing
and reasoning about concurrent algorithms. Variables, values,
actions, predicates, functions are basic concepts of TLA [31].
The semantics of TLA is defined in terms of states. A state
is an assignment of values to variables. In the UCON model,
a system state is a mapping from a set of attribute names
to the collection of attribute values. The usage control policy
defines a permitted sequence of system states, i.e. a secure
behavior of a protection system. Enforcing the UCON policy,
the protection system makes transitions only to states which
satisfy policy statements. The policy statement is represented
in TLA as a logical formula. The logical formula is built from
predicates and actions with logic connectors and temporal
operators. The logical formula in UCON is defined by the
following grammar in BNF [32]:

ø ::= a|p|(¬ø)|(ø ∧ ø)|(ø −→ ø)

|�ø|♦ø| © ø|øUø|�ø|�ø|� ø|øSø|

where a is an action (e.g. tryaccess(s, o, r), permitaccess(s, o, r),
denyaccess(s, o, r), endaccess(s, o, r), revokeaccess(s, o, r)), p is
a predicate (e.g. authorizations or conditions), there are
temporal operators � “always”, ♦ “eventually”, © “next”, U
“until”,� “has-always-been”, � “once”,� “previous”, S “since”.

Actually, many traditional access control scenarios can be
modeled by the UCON preA0 core model where the access
decision is evaluated only once before the usage starts. The
access decision is made by checking authorization predicates
p1, . . . , pi built using attributes of a subject or/and object. The
UCON preA0 usage scenario implies no attribute updates. The
example given in [3] considers the DAC protection system,
where individual identities and an access control list (ACL) are
subject and object attributes, respectively. ACL is a functional
mapping of an object to multiple subject’s ids and rights
r. These models can be expressed by the UCON preA0 core
model [3]:

permitaccess(s, o, r)→ � (tryaccess(s, o, r)
∧(p1 ∧ · · · ∧ ((id(s), r) ∈ ACL(o)) ∧ · · · ∧ pi)).

According to the policy presented in [3], the UCON pro-
tection system performs the permitaccess(s, o, r) action which
grants a permission to s and starts the execution of r. The
policy states that the permitaccess(s, o, r) action implies that
authorization predicates have to be true “before” the current
system state. The predicate ((id(s), r) ∈ ACL(o)) is true if the
access control list (modeled as object’s attribute) contains a
mapping of subject’s id (modeled as subject’s attribute) and
requested rights.

As amatter of space limitation, we refer the reader to [30,3]
for the detailed formal specification of all UCON core models.
By the way, each coremodel can be expressed by instantiating
formulae derived from the fixed set of rules. Regarding to the
completeness and soundness of the UCON policy language,
Zhang et al. enlisted the fixed set of scheme rules (2 control
rules (CR) for pre (CR1) and ongoing (CR2) access decisions and
6 update rules (UR) for pre- (UR1), ongoing (UR2, UR3, UR4) and
post- (UR5, UR6) attribute updates) [3]:

• control rules are:
CR1 : permitaccess(s, o, r)→ �(tryaccess(s, o, r)

∧(
∧

ni
pani ) ∧ (

∧
nk

pcnk )) ∧ (
∧

nj
�obnj )

CR2 : �(¬((
∧

ni
pani ) ∧ (

∧
nj
(pbnj1

∧ · · · ∧ pbnjm → obnj ))

∧(
∧

nk
pcnk )) ∧ (state(s, o, r) = accessing)→

revokeaccess(s, o, r))
where 1 ≤ ni ≤ i,1 ≤ nj ≤ j,1 ≤ nk ≤ k, and pa1, . . . ,pai
is a set of authorization predicates; ob1, . . . , obj is a set
of obligation actions; pbnj1

, . . . ,pbnjm are predicates to

determine when the ongoing obligations obnj should be
fulfilled; pc1, . . . ,pck is a set of condition predicates;
• update rules are:

UR1 : permitaccess(s, o, r)→ �preupdate(attr)
UR2 : permitaccess(s, o, r)→ ♦(onupdate(attr)
∧(endaccess(s, o, r) ∨ revokeaccess(s, o, r)))

UR3 : �((state(s, o, r) = accessing)→ onupdate(attr))
UR4 : �((state(s, o, r) = accessing) ∧ pu1 ∧ · · ·puj → onupdate
(attr))
UR5 : endaccess(s, o, r)→ ♦postupdate(attr)
UR6 : revokeaccess(s, o, r)→ ♦postupdate(attr)
where pu1, . . . ,puj are predicated that trigger an attribute
update during the access.

The example of the DAC protection system presented
before can be expressed by the CR1 control rule only.
Obviously, the UCON policy may specify complicated usage
scenarios. For more details, precise rules definitions, and
case-studies refer to [3].

Actually, the UCON formal model proposed by Zhang
et al. has several assumptions. Firstly, policies are specified
for positive access permissions only. Anything not explicitly
permitted by a security policy is prohibited. Further, the
formal model focuses on a specification of a single usage
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process, interactions between several concurrent usage
processes is not pointed. Finally, the formal model requires
some background in TLA to write a policy for ongoing usage
scenarios. For instance, it is not very intuitive to specify the
order of security checks with respect to attribute updates
and the fulfillment of obligation actions in ongoing usage
scenarios.

UCON formal model with components creation. To
overcome the assumption of a single usage session made in
the initial formalization, Zhang et al. [3] introduced a formal
model with sequential usage sessions and components
creation. Particularly, the formal model specifies how to
create and destroy objects, subjects, and their attributes
in a system, and considers serialized usage processes. By
serialization, Zhang et al. assume that no interference
between any two usage processes occurs, so that an overall
effect of the UCON policy enforcement is as though the
individual usage processes are executed sequentially one
after another. The formal model was proposed to analyze
security properties and expressiveness of the UCON model.
The formal model does not focus on ongoing usage scenarios
and consider only the overall effect induced by a sequence
of non-interfering usage processes in creating/destroying new
subjects/objects and updating attributes.

UCON policies proposed in [3] define mainly pre-
authorization and pre-obligation usage scenarios with post-
updates (e.g. the preA3 and the preB3 usage scenarios). Instead
of the usage control actions tryaccess(s, o, r), endaccess(s, o, r),
permitaccess(s, o, r), denyaccess(s, o, r), revokeaccess(s, o, r), the
formal model introduces the permit(s, o, r) predicate and a set
of new primitive actions: createObject() (generates a new object
or subject within the system), destroyObject() (removes a object
or subject from the system) and updateAtt() (updates a value
of an attribute). Primitive actions cause the state transition of
the protection system, and normally the createObj() action is
followed by the updateAtt() action to initialize attributes of the
object/subject just created by the system.

The usage control policy in the formal model consists of
two parts [3]: a condition and body:

policy_name(s, o) :
(condition) : p1 ∧ p2 ∧ · · · ∧ pn → permit(s, o, r)
(body) : act1;act2; . . . ;actk.

The condition part contains access rules. Access rules are
represented as a conjunction of authorization, condition
predicates and obligation actions. If the conjunction is true
the access rule grants a certain access right to a subject.

The second part of the policy, body, is a sequence of
primitive actions. If the conditional part of the usage control
policy is satisfied, the UCON protection system enforces the
second part and moves the system to the new state executing
a sequence of primitive actions.

The example of the usage policy proposed in [3] considers
the following scenario. Suppose that an object (an electronic
document, doc) can be issued by a subject whose attribute role
is scientist. For anonymous users this document can be read
on-line no more than 10 times. This statement is managed
by the object attribute readTimes. Each time the anonymous
user is allowed to read the document, the object’s attribute
is decreased by one. The usage control policies for this usage
scenario are as follows [3]:
• Creating policy:

createDoc_policy(s,doc) :

(s.role = scientist)→ permit(s,doc, create)

createObj(doc);updateAtt : doc.readTimes = 10

• Reading policy:

readDoc_policy(s,doc) :

(s.role = anonymous) ∧ (doc.readTimes > 0) → permit
(s,doc, read)

updateAtt : doc.readTimes = doc.readTimes− 1.

The formal model addresses some very important issues
and ideas. However, it is still incomplete and unfinished. As
limitation, we notice that it does not specify all 24 basic UCON
usage scenarios while dealing with pre-usage scenarios with
post-updates mainly.

UCON model based on Interval Temporal Logic (ITL). An
alternative approach to formalize the UCON model is docu-
mented in [34]. The approach deals mostly with continuous
on-going usage scenarios. It redefines the semantics of the
usage process and request. The proposed formal model as-
sumes several usage requests within one usage process, while
the original UCON model is a transaction-oriented and im-
plies a single usage process for each usage request. For ex-
ample, consider the usage of a personal mailbox though a
web-interface. A user starts the usage process by performing
the login action (e.g. tryaccess(s, o, r)), and further is allowed to
perform additional usage requests (e.g. mail browsing, mail
sending) within the same usage process. The user terminates
the usage process by logging out (e.g. endaccess(s, o, r)). Thus,
Janicke et al. [34] concern about subject’s behavior, i.e. a se-
quence of semantically related usage requests placed into
one usage process. Notice, that generally the order of us-
age requests is formed dynamically and arbitrary by the sub-
ject. Moreover, the usage process is accompanied with the
attribute updates concurrent to subject’s behavior.

The formalization is based on ITL and follows the previous
logic based approach of Zhang et al. [3], presenting the
usage control policy as conjunctions of logical formulae. The
semantics and syntax of ITL can be found in [34]. A key notion
of ITL is the interval. The interval is a (in)finite sequence of
system states. A usage process is formed by a sequence of
intervals constructed using a set of operators. For instance,
(i) int* – “star” operator – denotes an interval decomposable
into a set of a (in)finite number of intervals int, (ii) int1; int2
– “chop” operator – implies that a last state of int1 coincides
with an initial state of int2. For instance, the model assumes
that the final state of the tryaccess(s, o, r) action is pared with
the initial state of denyaccess(s, o, r) and preupdate(attr) actions.
The specification of the usage process in terms of intervals
is defined as follows [34] (the operator ⊕ denotes the logical
exclusive-or):

usage(s, o, r) ::= tryaccess(s, o, r);

(denyaccess(s, o, r)⊕

(preupdate(attr) ∧ permitaccess(s, o, r);

(((usage(s, o′, r′)⊕ idle(s))⊕ do(s, o, r))∗

∧onupdate(attr));

(revokeaccess(s, o, r)⊕ endaccess(s, o, r));

postupdate(attr))).
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The usage process initialization is compliant with the
original UCON model. Further, ITL extends the original UCON
model. Firstly, an explicit statement is given when the access
should be denied. This makes possible to express in the
same policy positive and negative authorizations. Secondly,
if the access is permitted, a subject can initiate other usage
requests within the main one. Generally, the choice of the
action to execute is non-deterministic and made by the
subject. A security policy concerns the order of actions, and
an action is permitted depending on the subject behavior,
i.e. the history of previous usage requests. The subject
behavior is indicated by ((usage(s, o′, r′) ⊕ idle(s)) ⊕ do(s, o, r)).
do(s, o, r) refers to the execution of the requested action,
idle(s) denotes that the subject does not perform any actions,
and usage(s, o′, r′) indicates a new usage request within the
main usage process. In the previous example, we considered
the usage of a personal mailbox though a web-interface.
The main usage process usage(s, o, r) = mail_box is started
by performing the login action, and further a particular
sequence of usage requests can be initiated within the main
process. usage(s, o′, r′) = compose_mail and than usage(s, o′′, r′′)
= send_mail is an example of such sequence.

The UCON formal model based on ITL assumes also
a separate attribute update policy for each usage process
[34]. preupdate(attr) denotes all update actions that must be
performed before the usage, and similarly onupdate(attr) and
postupdate(attr) during and after the usage. Thus, the model
states that a subject behavior goes concurrently with attribute
updates.

Distributed usage control and obligation specification
language (OSL). The term “distributed usage control” was
introduced by Hilty et al. [24]. It addresses specific issues
on the protection of digital information released by a
provider to a remote consumer. The distributed usage control
ensures that digital information is used by the remote user
according to the security policy defined by the provider. It is
powerful to enforce various security requirements, e.g. “do
not redistribute an object”, “delete an object within 30 days”,
etc. Actually, the distributed usage control is relevant to DRM
models. Moreover, the OSL, distributed usage control policy
language, can be partly translated into DRM rights expression
languages such as XrML, ODRL [35].

The distributed usage control model is partly compliant
with the original UCON model but uses different definitions
and terms [23]. Actually, it also deals with the continuous
enforcement of usage decisions, but is less suitable to
specify attribute updates. Moreover, the distributed usage
control approach is able to formalize post-obligations. Post-
obligations are mandatory tasks expected to be fulfilled in the
future after the usage process terminates [23]. Usually, post-
obligations must be fulfilled in a specific time point, e.g. “an
object must be deleted within 7 days”. Neither TLA-based nor
ITL-based UCON formal models deal with post-obligations.

The formal model of the distributed usage control is logic
based [35]. The semantics of the formal model is defined over
traces with discrete time steps. At each time step, a set of
events can occur. Each event corresponds to the execution
of an action. An example of an event is (play, {(object,m)})
[35], i.e. the object m is played. If the time step is 3 min and
the subject has been playing (using) the object for 2 min,
resulting events in the trace are ((play, {(object,m)}), start),
((play, {(object,m)}), ongoing), ((play, {(object,m)}), ongoing). The
protection system allows a set of traces according to the
security policy. The security policy consists of declarations
of events and a set of obligational (logical) formulae. Obli-
gational formulae contain usage restrictions which prohibit
certain usages under given circumstances, and mandatory
actions that must be executed either unconditionally or af-
ter the specified usage has been performed. A security pol-
icy is specified in the OSL language. Syntax and semantics
of OSL were formalized in Z, a formal language based on
typed set theory and first-order logic with equality [35]. OSL
operators are modified and generalized operators of a lin-
ear temporal logic. Since a concept of attributes and update
actions are not defined explicitly in the distributed usage con-
trol, OSL operators are used to synthesize the expressive-
ness obtained by exploiting mutable attributes. As example
(from [35]), repmax(5,Eall(play, {(object,m)})) using operator Eall
requires that an object m must be played no more than 5 time
steps.

The distributed usage control is an active area of research.
Beyond the formalization, the distributed usage control stud-
ies offer models for the policy refinement [36], enforce-
ment [37], negotiations [38], architectural solutions [39–41].

2.2.2. Formal models based on a process algebra
So far, we outlined UCON formal models based on logic.
In the following, we present some approaches formalizing
UCON in terms of process algebra. The process algebra is a
perfect candidate for describing parallel distributed systems
which deal with time and concurrency. Process algebra
models operate with processes by algebraic means. A process
describes the behavior of a system, i.e. all events or actions
that a system can perform, the order in which they can be
executed and possibly some other aspects such as timings,
probabilities, etc. The process algebra lays down axioms on
processes composition to describe a complex behavior of a
system.

Formalization of UCON using POLPA. The formal model
proposed by Martinelli et al. [42–46] is compliant with the
original UCON model and suitable to express all 24 core
models. It has operational semantics and describes the
UCON system behavior as a process resulting from the
composition of usage control actions (e.g. tryaccess(s, o, r),
update(attr), etc.), obligations, and authorizations/conditions
predicates checks. The security policy defines the rigorous
order in which these actions can be performed by exploiting
compositional operators. The policy language is called POLPA
(POlicy Language based on Process Algebra) and has the
following syntax [43]:

P ::= ⊥|>|α(−→x ).P|p(−→x ).P|−→x := −→e .P|P1orP2|P1parα1,...,αn P2|{P}|Z|.

where P is a policy statement, α(−→x ) is an action, p(−→x ) is a
predicate, −→x are variables (e.g. attributes values). The formal
semantics of compositional operators is given in [44]. Due to
space limitation, we outline here just informal semantics of
basic and derived operators:

• ⊥ is deny-All operator;
• > is allow-All operator;
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• α(
−→x ).P is a sequential operator, and represents the

possibility of performing an action α(−→x ) and then behave
as P;
• p(−→x ).P behaves as P if a predicate p(−→x ) is true;
•
−→x := −→e .P assigns to variables −→x values of expressions −→e
and then behaves as P;
• P1orP2 is an alternative operator, and represents a non-

deterministic choice between P1 and P2;
• P1parα1,...,αn P2 is a synchronous parallel operator. It

expresses that both P1 and P2 deal with common actions
α1, . . . , αn and must be simultaneously satisfied;
• {P} is an atomic evaluation, and represents the fact that P

is evaluated in an atomic manner by allowing at the same
time testing and writing of variables. P here is assumed
only to have one action, predicates and assignments;
• Z is the constant process, and there is a specification for

the process Z .
= P and Z behaves as P;

• P1;P2 is a sequential operator, allows to behave P1 and P2
in a sequence;
• i(P) behaves as the iteration of P zero or more times;
• r(P) behaves as P running in parallel zero or more times;
• P1parP2 is a parallel operator, and represents the

interleaved execution of P1 and P2.

For example, the onA1 usage scenario (attributes are
updated before executing the access, and the access decision
is evaluated during the usage by checking authorization
predicates) encoded in the POLPA terms is presented below:

tryaccess(s, o, r).
update(attr).
permitaccess(s, o, r).
(endaccess(s, o, r) or (pA(s, o, r).revokeaccess(s, o, r)))

where pA(s, o, r) is the negation of the authorization predicate
pA(s, o, r).

A security policy in POLPA specifies a precise order of
actions enforced by the protection system. Thus, similarly to
the ITL-based approach, the POLPA formal model assumes an
explicit history-sensitive usage control and is very restrictive
on the past behavior of the subject. POLPA also allows to
express several usage requests within a single usage process.

POLPA distinguishes basic usage scenarios by positioning
attribute update actions, obligations actions and predicates
checks respectively to other predicates and usage actions.
Moreover, this allows to avoid ambiguity in the order
between obligation actions fulfillment, and attributes updates
performed during an ongoing usage process. Predicate
checks, obligation actions fulfillment, and attribute updates
in POLPAmay run either sequentially or in parallel. Resuming,
POLPA is compliant with the original UCON model.

Timed constrained programming (TCP). Jagadeesan et al.
presented a policy algebra, in the timed concurrent constraint
programming paradigm [47]. The formal model presented
there is not compliant with the original UCON model but
expressive enough to formalize usage control scenarios
with pre- and ongoing authorization checks. Authorization
predicates are considered as constrains on variables and
tokens. The formal model addresses the explicit history-
sensitive control, and the explicit access denial. However,
it imposes temporal constrains on the evolution of the
protection system depending on the past behavior and
supports equational reasoning on security policies. We refer
the reader to [47] for the model details and specification. We
omit details here, since the model can be potentially used
for usage control, but yet is too far to capture all UCON core
models.

2.2.3. Security analysis
In this section, we outline security analysis issues of UCON.
At first, we informally compare the expressiveness of formal
models presented in the previous section. Then, we outline
the safety analysis of UCON which decidability is correlated
with the expressive power. The safety analysis determines if
a certain subject can eventually obtain the access to a certain
object.

Expressiveness. The expressive power of the UCON model
was greatly enhanced by the access decision continuity and
attribute mutability comparing to traditional access control
models. Table 1 examines UCON formal models presented in
Section 2.2 for compliance with these novelties. The symbol
“+” denotes that the given formalism is qualified to express
a concept, while “−” denotes the opposite. A formal model
is compliant with the original UCON, if it is expressive enough
to formalize the 24 UCON core models. Continuous usage
decision and attributes updates correspond to the novelties
of usage control and both are a part of the original
UCON model. Specific post-obligations management refers to
formal models which formalize post-obligations. These are
actions which must be fulfilled after the usage session is
terminated and usually are enforced on remote subject’s
platform. Comprehensive usage scenarios may require the
formal specification of concurrent usage sessions. Explicit subject
behavior means that a formal model is capable to constrain
subject’s behavior explicitly by defining a sequence of actions
allowed to execute on an object. Certainly, subject’s behavior
can bemodeled using attributes, but this approach essentially
complicates the policy. Explicit denial shows whether a
formalism can express not only permitted but also prohibited
accesses explicitly.

The expressiveness analysis answers whether the formal-
ism X can describe every scenario that the formalism Y can. A
rigorous proof of such statements is a difficult task, whereas
we give here the informal comparison of two formal policies
describing the same usage scenario. The access to the re-
source is granted if authorization predicates are satisfied and
the update operation is performed before the usage is started.
This scenario in TLA looks as follows [30]:

permitaccess(s, o, r) → �(tryaccess(s, o, r) ∧ (pA))

∧�preupdate(attr).

The usage process is initiated by the tryaccess() action.
The preupdate() action is performed after both the tryaccess()
action and the evaluation of authorization predicates. The
same policy is written in POLPA:

tryaccess(s, o, r).pA.update(attr).permitaccess(s, o, r).

The significant difference between TLA and POLPA is
how the policy in each formalism is enforced. The TLA
enforcement engine intercepts the tryaccess() action and
evaluates authorization predicates at the same time. As soon
as this operation has been completed, the engine should
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Table 1 – Usage control formal models.

Compliant
with

original
UCON

Continuous
usage

decision

Attribute
updates

Specific
post-

obligations
management

Concurrent
usage

sessions

Explicit
subject
behavior

Explicit
denial policy

TLA + + + − − − −

UCONA with
creation

− − + − + − −

ITL + + + − + + +

OSL − + − + − + +

POLPA + + + − + + −

TCP − + − − − + +
process once the preupdate() action. However, it is ambiguously
stated in the TLA policy, how the enforcement engine should
reason on the security relevant actions appeared in between
the tryaccess() and the preupdate() actions. In contrast, the
POLPA policy states rigorously how the policy enforcement
should go. POLPA enforces the preupdate() action exactly after
the positive evaluation of the authorization predicate and
before giving the permission to execute the access.

The usage control is a flexiblemodel capable to express the
traditional access control, TM and DRM [2]. The expressive
power of UCON (based on TLA) to encode traditional access
control models was studied in [3,2,33]. Particularly, authors
demonstrated the expressive power of UCON by modeling
the Single-Object Typed Access Matrix (SO-TAM), and several
RBAC and DRM models. A rigorous proof was presented that
the UCON authorization model at least has the expressive
power of the typed access matrix. Due to space limitations,
we omit proofs here and refer the reader to the original
paper [3].

Safety analysis. The safety analysis is a fundamental
problem in access control. The more expressive the model
is, the harder is to carry out the safety analysis for it.
The safety analysis addresses the problem of the leakage of
access permissions appeared as a side-effect of the protection
system functioning.

In usage control, the access rights that a subject holds on
an object are determined by policies based on the current
attribute values. For instance, if subject’s attribute balance has
value 100, the subject is allowed to access one sort of items
in the on-line store. Increasing the balance value to 500 will
satisfy more usage policies and enable more access rights and
available services to the subject.

A particular advantage of UCON is that the policy decision
process results in the update of attributes. These updates
change the policy state, and the new state could satisfy other
policies that grant new access rights to some subjects [12].
Hence, it is difficult to answer whether a given subject will
hold certain access rights on a certain object just by enforcing
a set of usage policies. The safety analysis addresses these
questions.

More formally, the safety analysis is defined in [48].
An access control model is represented as a four-tuple
〈Γ ,Q,Ψ , F〉, where Γ is a set of states, Q is a set of queries,
Ψ is a set of state-changing rules, and F : Γ × Q → {true, false}
is the entailment function, that specifies whether the state
satisfies the query or not.
The system state γ ∈ Γ in UCON is determined by a
set of objects, subjects and attribute values. Consider the
example of the on-line store is modeled. Each subject has just
one attribute, balance, and the domain of possible values for
this attribute is finite and is {100;200;300;400;500}. The on-
line store serves a fixed set of subjects {s1; s2; s3}, and hosts
some available services (objects) {o1; o2}. The system state
at a given time can be γ = {s1.balance = 100; s2.balance =
300; s3.balance = 500}.

A state-changing rule ψ ∈ Ψ is the policy statement which
updates (as a side-effect of the enforcement) explicitly or
implicitly attributes and leads for the system state transition.
The on-line store policies decrease the subject attribute
balance before granting the access to objects. Consider just 2
policies are specified in the system:

p1: tryaccess(s, o1, r).
[s.balance > 100].
update(s.balance = −100).
permitaccess(s, o1, r)

p2: tryaccess(s, o2, r).
[s.balance > 200].
update(s.balance = −200).
permitaccess(s, o2, r).

A query q ∈ Q asks if a subject holds an access right on an
object, e.g. can the subject s1 access the object o2?

The safety analysis instance takes the form 〈γ,q, ψ,Π 〉,
where Π ∈ {∃,∀} is a quantifier. An instance 〈γ,q, ψ, ∃〉 asks
whether there exists a transition from the state γ to the state
γ1 such that the query will be satisfied f(γ1,q) = true (e.g. can
the subject s1 eventually obtain the access to the object o2
by enforcing policies p1 and p2 and if the initial system state
is γ?). An instance 〈γ,q, ψ,∀〉 asks whether for every system
state γ1 there exists the transition from the state γ to the γ1
and f(γ1,q) = true (e.g. the subject s1 will never obtain the
access to the object o2).

Here are some more examples of the safety analysis
queries [49]:

• Simple safety: Does there exist a reachable state in which a
particular subject has access to a particular object?
• Simple availability: In every reachable state, does a

particular subject have access to a particular object?
• Bounded safety: In every reachable state, is the set of all

subjects that have access to a particular object bounded
by a given set of subjects?
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Simple safety queries were first introduced and formalized
for access matrix models in [50] known as HRU model. In the
general HRU model the answer to simple safety queries is
undecidable. A number of protection models appeared since
that time and addressed the decidability of the safety analysis
in the polynomial time [48,49].

The safety analysis of the usage control model was
introduced in [33]. Authors focused on the safety analysis of
UCON preA usage scenarios and used the UCON formal model
with components creation. Attribute update actions usually
lead for the system state transition. Authors complicated
the model by introducing creating/destroying actions for
subjects/objects.

The safety query asks whether or not, from the initial state
of the system, a subject obtains an access right on an object
after a sequence of usage processes and enforced security
policies. As shown in [33], the safety query of the UCON preA
model is undecidable and it is proved by direct reduction to
the halting problem of Turing machine. Further, authors put
some restriction on the UCON preA model in order to make
the safety decidable. Particularly, the safety query is decidable
if (1) the value domain of each attribute is finite (the on-line
store is exactly this case), and (2) there is no creating policies.
If such, the complexity of the safety analysis is polynomial
in the number of possible states in the system and is NP-
hard in the number of policies in the system. Finally, the
expressive power of the restricted UCON preA model with
decidable safety was discussed in [33] by simulating some
RBAC and DRM policies.

The safety analysis of the UCON model is still an open
issue. The biggest assumption done so far was that the
value domain of each attribute is finite. Definitely, we can
prove that the subject s1 will never obtain the access to
the object o2 under given polices and assumptions (we refer
to the on-line store example). But imagine that subject’s
attribute balance corresponds to subject’s debit card and
the update of funds is under the control of the subject.
The subject can upload any amount anytime, and this
immediately makes the safety undecidable. Moreover, the
safety analysis in UCON should investigate the effect of
concurrently running usages, obligations fulfillment, the
interdependencies between attributes, etc.

2.3. Architecture

So far, we presented the conceptual UCON model and some
approaches to formalize it. In this subsection, we sketch
architectural solutions for usage control to enforce a security
policy and protect digital resources.

Reference monitor. The core component in the architec-
ture of the protection system is the reference monitor, that is a
trusted component which intercepts each and every request
from a subject to access an object. It enforces a security policy
by managing accesses to digital resources. Subjects can ac-
cess objects only through the reference monitor, and it must
guarantee properties like always-running, tamper-proof, non-
bypassable, etc. [51]. ISO published a standard for the access
control framework ISO/IEC 10181-3 [52] that defines the main
features of the reference monitor. According to that standard,
a reference monitor consists of two basic components: an ac-
cess enforcement facility (AEF) or a policy enforcement point
(PEP) and an access decision facility (ADF) or a policy deci-
sion point (PDP). Every request made by a subject is inter-
cepted by the AEF/PEP and then forwarded to the ADF/PDP
for an access decision evaluation. The ADF/PDP may reply ei-
ther ‘yes/grant’ or ‘no/deny’ depending on the security policy,
while the AEF/PEP enforces this decision appropriately.

As proposed in [8], the usage control reference monitor
consists of a usage decision facility (UDF/PDP) and a usage
enforcement facility (UEF/PEP). In contrast with the reference
monitor used in traditional access control, communications
between the UDF/PDP and the UEF/PEP are not a state-less
‘request–response’. In UCON, the UDF/PDP is always active
and interactions between the UEF/PEP and the UDF/PDP are
state-full. Thus, if the security policy is violated during the
resource usage, the UDF/PDP generates a revocation event,
and this event is enforced by the UEF/PEP terminating the
usage process.

As suggested in [2], the UDF/PDP contains three basic
components: an authorizations module, a conditions module and
an obligations module. The authorizations module and the
conditions module control that authorization and condition
predicates specified in the security policy are satisfied
respectively. The obligations module is detailed in [22] and
decides which obligation actions have to be fulfilled before
or during the usage.7 The access decision is a conjunction of
decisions evaluated by each module.

According to [2], the UEF/PEP consists of three components
too: a customization module, a monitoring module, and an update
module. The monitoring module is designed to monitor the
fulfillment of obligation actions performed by an obligation
subject, whereas the result of such monitoring is analyzed by
the update module. The update module is responsible also
for updates of subject’s and object’s attributes. The access
decision can be either ‘yes’ or ‘no’, or contains a metadata
information authorizing just a subset of requested access
rights. Thismetadata information is forwarded to the UEF/PEP
and customizes access rights in the customization module.

To classify the UCON reference monitors, a number of
factors can be taken into account. Some of them are enlisted
below:

• Location: client- and server-side reference monitor (CRM and
SRM). Here, the server is the entity that provides the
resource while the client requests and uses this resource.
The SRM resides within the server system environment
and mediates all accesses to the object. The CRM is settled
on the client environment and controls accesses to copied
digital objects (particularly digital information, e.g. text,
media) on behalf of the server [8]. The SMR and the CRM
may coexist to provide a better usage control. A location
of the reference monitor is the most essential issue since
it characterizes various usage scenarios and enforcement
mechanisms.
• Payment function [2]: payment based (PBT) and payment-

free (PFT) type. A payment is required to access a digital
resource in many commercial usage scenarios.

7 Note, post-obligations are not captured by the given
architecture.
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• Attribute acquisition: push and/or pull models. Since the
UCON access decisions are based on attributes, a crucial
issue of the model enforcement is an obtaining of trusted
and fresh attribute values. As a matter of fact, certain
attributes can be either pushed by a subject with the initial
request to the reference monitor, or the reference monitor
pulls attributes from the system repository itself.

UCON server-side reference monitor. The UCON SRM
controls the usage of digital resources located within a
closed and trusted computer environment. Traditional access
control models mainly implement this kind of the reference
monitor. The UCON SRM architecture designed to control
the usage of GRID resources is introduced in [45,53]. The
UCON SRM proposed in [45] assigns attributes management
to the UDF/PDP, and supports the pull model for an attributes
acquisition. The UCON SRM presented in [53] applies the push
model for persistent attributes and the pull model formutable
attributes. The UCON SRM protecting data confidentiality in
the database service is discussed in [54].

UCON client-side reference monitor. The CRM is widely
used in DRM models [7]. The UCON CRM enforces server’s
security policy in the client environment. It protects the usage
of digital objects stored at the client-side on behalf of the
server. The digital object is an information that can be copied
and distributed in the network. Certainly, the trustworthiness
of the CRM is considered relatively lower comparing to the
SRM.

UCON client and server side reference monitors (CSRM).
The architecture that combines the CRM and the SRM can
provide a two-tier usage control over digital resources and
cover comprehensive usage scenarios. The SRM can be used
to control the dissemination of the digital information while
the CRM utilizes the fine-grained usage control and tracks the
re-distribution of digital information. For instance, the SRM
allows digital objects distribution, whereas the further usage
control is accomplished by the CRM.

Employing the CSRM approach in the distributed usage
control, Schaefer et al. presented the generic architecture
for data providers (SRM) in [24] while the CRM part is
sketched in [55]. The model enhances the functionality of
the reference monitor by presenting contract’s negotiations,
usage observation mechanisms, compensations mechanisms
in the case of the malicious resource usage, etc. [24].
Moreover, the CSRM architecture can be used for an originator
control (ORCON) in UCON. The ORCON is an access control
policy that requires recipients to gain originator’s approval for
the re-dissemination of digital objects [56].

2.4. Enforcement mechanisms

We introduced the UCON conceptual and formal models, and
sketched the architecture of the reference monitor. In this
section, we outline how the UCON model is mapped into
computer systems.

The paramount security requirement of the UCON
protection system is to grant access rights to authorized
subjects and revoke the access when the security policy is
violated. More generally, security tasks require the protection
of the digital resource from the unauthorized disclosure,
the interception, the modification and redistribution in the
open environment. To achieve these goals, the existence
of tamper-resistant mechanisms for the security policy
enforcement is needed. Moreover, UCON has to provide
safe and secure mechanics for the attributes management
(particularly update actions) [57] and the fulfillment of
obligation actions [25].

In this section, we consider security mechanisms imple-
mentable within a computer system used to achieve the
UCON security goals and unfeasible to broke in a reason-
able time. Security mechanisms for the policy enforcement
on local platforms using the SRM are discussed by traditional
access control models and are extendable to capture the
UCON novelties such as ongoing usage and attribute updates
[58–60]. Here, we focus on the open distributed computer
environment protecting digital objects (e.g. text, video) and
supporting the CRM and the CSRM architectures mainly. Re-
leasing the object, the provider assumes trusted, secure and
capable enforcement mechanisms for object’s delivery and its
usage on client’s side [37].

Digital container. This is a cryptographic carrier of digital
information that uses encryption, digital signature and digital
certificates to ensure data confidentiality and integrity [7,16].
The UCON protection system uses this technology as the key
element to prevent unauthorized accesses to the protected
digital content. The digital container can be implemented
almost in any computer environment, it supports any number
of participants, and offers a flexible usage control and may
be considered as a super-distribution facility [2]. The super-
distribution is the concept where a digital object is encrypted
and placed into a container. This encapsulated object is freely
available, while the access to the original object is rigorously
controlled. The secure tamper-resistant environment for the
container processing is required.

Digital watermarking. The digital watermark is an
imperceptible data inserted into a digital object for a variety
of purposes, e.g. to bind originator’s name with the digital
object, recipient’s name, distribution date, or a security policy
[7]. In UCON, the digital watermarking is used to enable the
tracking of the redistribution of digital objects. Watermarking
technologies are sensitive to the type and size of the digital
object. Image, video, audio, and text contents need different
watermarking technologies and the size of the digital object
should be large enough to facilitate the watermarking. If this
cannot be guaranteed, padding technologiesmay be used [16].
However, the current state of the watermarking technology is
such that if an attacker knows the watermarking technique,
he can compromise the watermark, for instance, by replacing
or modifying it [7]. Therefore, merely applying watermarking
technologies may not be secure enough to meet security
requirements.

Tamper resistance. A digital object encapsulated into a
digital container is only accessible on the client side using
a specialized software, e.g. a virtual machine. The virtual
machine enforces the usage control policy and is executed
in subject’s environment (which is possible hostile and
untrusted). Tamper resistance systems protect the trusted
software (e.g., the virtual machine) running on the malicious
host. Both software based and hardware based tamper
resistant approaches do exist.
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Software based approaches include code obfuscation, in
which the software is transformed into a specific form
difficult to understand and analyze, code encryption, that
prevents malicious modifications, and self-modifying code that
generates other code at a run-time [6,7].

It was widely accepted that usage control on released
digital objects can not be entirely provided by software based
solutions [13]. This motivated the Trusted Computing Group8

to present a tamper-proof environment at a hardware level.
The trusted computing base (TCB) refers to a concept of
integrating cryptographic controls and mechanisms on a
special hardware chip. PCs, PDA’s, cell phones and other
electronic devices are equipped with this chip called the
Trusted-Platform Module (TPM). The TPM models several
security primitives enabling a trusted enforcement of the
usage control policy on the remote platform [39]. The TPM
offers three concepts: Trusted Storage for cryptographic keys,
Trusted Capabilities and Platform Configuration Registers
(PCRs) [9]. Trusted Capabilities are capabilities exposed by the
particular TPM that are guaranteed to be trustworthy. PCRs
are hardware registers used to store integrity checks of a
software running above the TPM. We refer the reader to TCG’s
official web-site where many documents about the TPM are
published.

Without guaranteeing the correct enforcement of the
usage control policy, it is impossible to impose constrains
on the usage of released objects. A remote attestation of
the behavior and the trustworthiness of the TCB in time is
required [13,10,9]. The remote attestation model for the usage
control model is outlined in [13]. The model portrays design
principals and presents a high-level framework built on the
top of low-level attestation techniques defined by Trusted
Capabilities.

2.5. Implementation

So far, we outlined basic principals to design the usage
control system. In this subsection, we refer to usage control
implemented in various computer environments, e.g. P2P,
GRID computing, operating systems, data base management
systems, mobile systems, etc. [58,59,61,53,44,62,57,63,60,41,
64,39,65,66]. Some of the most interesting approaches are
briefly outlined in this subsection.

2.5.1. UCON for operating systems
Due to increasing number of kernel-level attacks, the
protection of the kernel integrity becomes one of the
most essential security objective in building a trustworthy
operating system (OS). Simple and effective approaches based
on the UCONmodel with unique properties of access decision
continuity and attribute mutability for the Linux kernel
protection are proposed in [58,59,61].

A protection system of the OS kernel integrity concerns
accesses to sensitive kernel objects (e.g., kernel text, system
calls table, interrupt descriptor table) in a real-time manner.
The UCONki (the UCON kernel integrity) model detailed in
[58] has six components: (i) subjects (S): active processes

8 TCG official web-site is www.TrustedComputingGroup.org.
and loadable kernel modules (LKMs); (ii) objects (O): kernel
memory spaces, disk devices, and registers; (iii) subject
attributes (ATT(S)): hashed values of subjects instances;
(iv) object attributes (ATT(O)): addresses, types, status of
objects; (v) rights (R): generic actions such as read and write;
(vi) authorizations (A): functional predicates on attributes.
The model omits obligations and conditions introduced by
the original UCON model, whereas it addresses the usage
continuity and attributes mutability. Mutability of attributes
is caused, for example, by a legitimate installation of the
antivirus software that modifies the system calls table of the
OS kernel. A security policy language derived from “Event-
Condition-Action”, “Event-Predicate-Action” [58] is used in
UCONki, and is able to capture the fine-grained continuous
usage control, and attributes mutability.

The UCONki protection system is capable to detect
intrusions and prevent malicious activities by intercepting
events (actions performed by a subject, i.e. an active process)
in a real-time. The model was successfully tested with 18
real-world kernel-level root-kits compromising the OS kernel
integrity. A performance analysis of the UCONki model was
not presented to estimate how much it reduces the OS kernel
productivity.

2.5.2. UCON for collaborative computing systems
The most promising area of applicability of the usage control
model is the collaborative computing system [63,53,45,57,62].

An interesting application of the usage control system for
collaborative computing is given in [53,57]. The prototype was
designed to protect the repository shared for collaborative
code management. The model authorizes a group of
software developers to share and collaboratively develop
the application code from different physical locations. The
UCON protection system was implemented as the server-side
reference monitor (both the PDP and the PEP were placed on
the resource provider side). The reference monitor enforced
the usage control policy written in XACML policy language. By
now, XACML is not expressive enough to capture the original
UCON model. It was noted in [53], that the current version
of XACML is only capable to specify attribute requirements
before the usage and possible updates after the usage, but not
ongoing attribute updates. Also, the concept of obligations in
XACML varies from obligations in the UCON model.

The model of attributes acquisition was realized as
follows. Immutable subject attributes (e.g., the role, the group
membership) were pushed to the PDP by the requesting
subject. Mutable subject attributes were pulled by the PDP
from the centralized attribute repository (AR). Mutable object
attributes were pulled by the PDP from the part of the PEP
which registered temporal and dynamic properties of the
object. When the update of subject’s attribute happened, the
AR propagated the fresh value to the PDP for the access
reevaluation. This update scenario is time sensitive and can
not be accepted for attributes which change very frequently.
Due to space limitation, we refer the reader to [53,57] for
details on the prototype specification and implementation.

An ongoing work on the usage control for the GRID
computing is detailed in [43,45,46,44,62]. The main objectives
of this line of work are to accommodate usage control to
provide a flexible, continues, and fine-grained control on

http://www.TrustedComputingGroup.org
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digital resources and computational services shared in GRID.
Usage control in GRID addresses the continuous protection
of shared resources and services and ensuring their integrity
and availability [63]. As a case study, usage control of the
Globus GRAM service and its underling resources was chosen.
The Globus GRAM service is the GRID computational service
which allows to run on the local host applications submitted
by remote users. The server-side reference monitor was
implemented to monitor the execution of user’s applications
(potentially malicious) and protect the usage of underlying
local resources. The application execution is a continuous
process modeled as a sequence of system calls. The security
policy constrains an application behavior by specifying
the allowed order of systems calls. The reference monitor
enforces the security policy written in the POLPA language
presented in Section 2.2. The usage decision is based on
authorizations, obligations and conditions introduced in the
original UCONmodel. Attribute updates occur as a side-effect
of the application execution and recourses usage (e.g. the
protection system updates user’s attribute reputation if the
application running on user’s behalf does not violate the
security policy). We refer the reader for the detailed prototype
specification, implementation and results to [43,45,46,44,62].

UCON for mobile, ubiquitous and service-oriented plat-
forms. The UCON model can be adapted and implemented in
various computer systems and environments. Pioneer works,
specifying usage control requirements for mobile and ubiqui-
tous computing applications, were presented in [41,64]. The
similar approach with detailed specification of a technical
architecture enforcing a usage control policy in a service-
oriented architecture was done in [39]. These works are sup-
posed to be continued and implemented on real devices in
the near future.

3. Usage control: Open research issues

In this section, we systematize studies on usage control done
so far and briefly outline problems dictating future research
directions.

3.1. Major areas of usage control research

We adhere to the OM-AM [11] design philosophy and system-
atize the usage control research in three major and relatively
independent areas9:

(1) objectives and conceptual model: [1,56,8,2,17,12,23,24,64,
67,41,40,68,20,18,19,63,38,22,69];

(2) formal model: [32,12,47,44,30,33,3,70,34,35,43,37,22,36,71–
73,21];

(3) architectures, enforcement mechanisms, and implemen-
tation prototypes: [44,53,24,54,40,58,59,39,60,55,57,45,62,
61,22,13,66,69,74,75,65,76–79].

9 Indeed, the OM-AM has 4 layers whereas we combine archi-
tecture and enforcement mechanisms joint with implementation
prototypes in one area.
This is a road-map on the usage control research. It
shows that a number of publications on usage control is
continuously growing.

Further, we enlist research groups working on usage
control and produced at least two publications in period from
2002 till nowadays (clearly the list is not exhaustive):

• University of Texas at San Antonio, George Mason
University, USA (Ravi Sandhu, Xuxian Jiang, Jaehong Park,
Min Xu, Xinwen Zhang, Baoxian Zhao);
• ETH Zurich, Switzerland (David Basin, Manuel Hilty,

Alexander Pretschner);
• CNR-IIT, Italy (Fabio Martinelli, Paolo Mori);
• University of Rome, Italy (Francesco Parisi-Presicce);
• De Montfort University, UK (Antonio Cau, Helge Janicke,

Franc Andois Siewe, Hussein Zedan);
• Institute of Management Sciences, Peshawar, Pakistan

(Masoom Alam, Tamleek Ali, Mohammad Nauman);
• University of Innsbruck, Innsbruck, Austria (Michael

Hafner, Ruth Breu, Basel Katt, Mukhtiar Memon);
• DoCoMo Munich, Germany (Christian Schaefer, Thomas

Walter);
• NEC Corporation, Kawasaki, Kanagawa, Japan (Masayuki

Nakae);
• Samsung Information Systems America, San Jose, Califor-

nia, USA (Jean-Pierre Seifert, Xinwen Zhang);
• Intel Corporation, Hillsboro, Oregon, USA (Michael J.

Covington).

3.2. Future research directions

Usage control is a young field in the computer security
and largely open to research. There is still a lot of work to
be done to cover requirements that the real world scenarios
may request from computer systems protecting digital
resources. In particular, we identify some of the future
research directions in usage control as follows:

(i) Enhancing expressiveness
Components lifecycle in usage control. An important ob-

servation is that usage control components, e.g. at-
tributes, subjects, objects, etc. are predefined and static.
The usage control should propose a flexible model for the
creation/elimination of new objects, subjects, attributes,
etc. and its seamless integration with the original UCON
[33]. We need this for several reasons. At first, this al-
lows to model mobile users freely traversing through
multiple security domains. Users may be interested to
use the same attributes accessing digital resources in
different networks [20]. The protection system must
manage and understand these multi-domains attributes.
Secondly, this strengthens the expressiveness of the us-
age control. New objects and subjects can be created
as side-effects of access rights execution. These objects
(called as derivative objects in the UCON model) should
be also protected under particular circumstances.

Timings, concurrency and non-determinism to express
complicated usage scenarios. The original concept of
usage session is oversimplified. It is not capable explicitly
to express interactions between concurrent usage
sessions. Besides, within a single usage session one
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can imagine concurrent subprocesses, e.g. obligation
actions fulfillment, attribute updates and predicate
checks. Obviously, a time required to fulfill obligation
actions depends on a subject and it is non-deterministic.
Timings would help to bound obligations fulfillment
time. Another possible spot of non-determinism is
a subject behavior. One access right can grant a
permission to execute a set of primitive actions (e.g. by
signing-in your e-mail account you can perform any
primitive mailing actions). The sequence of primitive
actions is formed arbitrary by the subject, and can
effect on usage decisions for current and future usage
sessions. Further, post-update actions of attributes are
non-deterministic and may depend whether the usage
process was terminated by the revokeaccess(s, o, r) or the
endaccess(s, o, r) actions [12]. All these issues on timings,
concurrency and non-determinism should be reflected
and fully managed by the usage control formal model.

(ii) Comprehensive security analysis
The security analysis proves that the policy enforce-

ment does not violate security goals, but it still remains
an open issue in usage control. Continuity of policy
enforcement requires novel approaches in the security
analysis. We suppose that usage control models based
on a process algebra would simplify the creation of an
automated security analysis schema. So far, just one pa-
per [33] discussed the security analysis issues, and par-
ticularly touched a permission leakage problem in usage
control. The comprehensive security analysis on the del-
egation and administrative models is not presented so
far. The administrative model explicitly determines who
is authorized to modify a security policy and grants ac-
cess rights. Actually, the administrative model is one of
the most important, and probably least investigated as-
pect of usage control.

Policy combination and conflicts resolution. In distributed
open systems, digital resources can be protected by a
collection of security policies created by different entities.
For instance, the usage of a digital resource in GRID is
governed by a local policy of a resource provider and a
GRID-level policy. The usage control should investigate
policies incompleteness, the existence of accesses for
which no rule is specified, and inconsistency, the existence
of accesses for which both denial and grant rules are
presented.

(iii) Feasible enforcement mechanisms. Appropriate security
mechanisms and engineering require further investiga-
tion. To the best of our knowledge, a comprehensive
application-independent usage control infrastructure is
still not presented. It should be capable to capture the us-
age control novelties particularly the continuous security
policy enforcement, the management of attributes, and
the fulfillment of obligation actions. Furthermore, some
issues concerning distributed usage control should be
studied. An object is released to a subject and provider’s
security policy is enforced in the potentially hostile en-
vironment. We need robust and trusted mechanisms to
remotely attest object’s usage. Some punishment and
compensating procedures should be implied if the sub-
ject behaves maliciously and compromises the usage
policy. Finally, usage control implementations on real
devices are very much appreciated.
4. Conclusion

This paper surveyed the existing approaches to usage control.
The evolution of computing systems creates new security
requirements and increases the need for new security
mechanisms. We consider usage control as the successor of
access control. The significant advantage of usage control
is its strength to express various access models such as
DAC, MAC, RBAC, TM, DRM and to go beyond them. The
shift from access to usage control is especially important for
dynamic and open environments (e.g. the Web, Grid, Cloud,
etc.). The intrinsic property of such environments is the high
mutability. As a matter of fact, the access decision taken
before the access begins should be recalculated when the
initial conditions change and the access is still in progress.
Otherwise, new conditions may compromise the security
policy and breach the system security.

We concentrated on the UCON model proposed by Sandhu
and Park [1–3]. UCON covers the pre-usage control (before the
usage of the digital resource), the ongoing usage control (the
monitoring of access rights execution), and the post-usage or
the distributed usage control (the monitoring of the usage of
released resources). We introduced usage control following
the OM-AM design principals suggested in [11]. We focused
on conceptual and formal models, outlined the architecture,
enforcement mechanisms and concluded with real-world
implementations. Finally, we pointed to some open issues in
the usage control research, a very relevant field in computer
security.
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